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Ensure the Raspberry Pi has the latest catalog of 
updates. 
 
Execute “sudo apt-get update”. 
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The results should look similar to the results in 
the screenshot. 
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Install OpenVPN. 
 
Execute “sudo apt-get install openvpn”. 
 
When prompted, enter ‘Y’ to continue the 
installation of OpenVPN. 
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The results should look similar to the results in 
the screenshot. 
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Retrieve the OpenVPN client profile for a sample 
OpenVPN server configured for this class. 
 
Execute “wget http://brandenburgtech.com/wp-
content/uploads/2015/07/jcb-openvpn.zip” 
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Extract the OpenVPN client profile from the zip 
file. 
 
Execute “unzip jcb –openvpn.zip” 
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Test the OpenVPN configuration by forming a 
tunnel to the test server. 
 
Execute “sudo openvpn jcb-openvpn.ovpn” 
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The results should look similar to the results in 
the screenshot. 
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See if the OpenVPN tunnel is properly created. 
 
Execute “ifconfig”. 
 
Note the appearance of the “tun0” interface. 
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However, the routing rules are not yet 
configured to use the VPN tunnel. And, we’d like 
the OpenVPN tunnel to start on boot. 
 
In the window running the “openvpn” client, 
type Ctrl-C. 
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We need to edit the startup options for 
OpenVPN. 
 
Execute “cd /etc/default”. 
 
Execute “vi openvpn” 
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Configure OpenVPN to automatically start a VPN 
connection using the configuration for “jcb-
openvpn”. 
 
Add the line AUTOSTART=”jcb-openvpn” as seen 
in the screenshot and save the file. 
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Copy the OpenVPN client configuration file to 
the location expected by OpenVPN. 
 
Execute “sudo cp jcb-openvpn.ovpn 
/etc/openvpn/jcb-openvpn.conf” 
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Start the OpenVPN service and configure it to 
automatically start on boot. 
 
Execute “sudo service openvpn start” 
 
Execute “sudo update-rc.d openvpn enable” 
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See if the OpenVPN tunnel is properly created. 
 
Execute “ifconfig”. 
 
Note the appearance of the “tun0” interface. 
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We need to update the routing rules to use the 
VPN tunnel. 
 
Execute “cd /etc” 
 
Execute “sudo vi iptables.restore” 
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Change all instances of “wlan0” to “tun0” 
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Reboot the Raspberry Pi to both make the 
routing rule changes effective and check the 
automatic start of the VPN. 
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See if the OpenVPN tunnel is properly created. 
 
Execute “ifconfig”. 
 
Note the appearance of the “tun0” interface. 
 
Test the VPN by connecting to the hot spot from 
another Raspberry Pi, computer, or even mobile 
device. 
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